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Our Research Questions

*RQ1: What are the minimal requirements for p-
architectural side-channel attacks in browsers?




Our Research Questions

*RQ2: Can processor diversity prevent side-
channel attacks?




Contributions

e RQ1: End-to-end of remote cache attacks with
no timers, no arrays, and no JavaScript

*RQ2: An architecturally-agnostic attack that
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Attack : CSS Prime+Probe [New!]
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Attack : CSS Prime+Probe [New!]

Web-Page
<div id="pp"<class="AAA.AAA™S On Target Resolve domain

<div 1d="sl">X</div>
Searchina
long String

<div id="s2">X</div>
Resolve domain

Colluding
DNS Server

<div 1d="s3">X</div>
Search non existing string

Probe the LLC Resolve non existing image

</div> ==
™~ / TIMER
#fpp:not ([class*= 'Jigbaa']l) #sl {

[_background—image: url ("https://knbdsd.badserver.com') ;

f
#pp:not ([class*= 'akhevn']) #s2 {

background-image: url ('https://pjemh7.badserver.com') ;




Evaluation
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Please join us for the 30th USENIX Security Symposium, which will be held as a virtual event on August
11-13, 2021. USENIX Security brings together researchers, practitioners, system administrators, system
programmers, and others to share and explore the latest advances in the security and privacy of
computer systems and networks.

Hack@Sec is returning for 2021! Teams in this competition try to mimic the practices of a team that is
responsible for the security assurance of the hardware and firmware of the system under test. Their
objective is to identify the security vulnerabilities, assess their security impact, propose a mitigation, and
report them. They are free to use any tools and techniques of their choosing. There are opportunities for
student-only teams and mixed teams. R Ir team by May 10, 2021.

https://privateurl.com
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Results

Attack Technique

Cache Occupancy
Sweep Counting
DNS Racing
String and Sock
CSS Prime+Probe
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Conclusion

* Restricted environments don’t prevent cache contention attacks.
* Lower attack requirements make it architectural agnostic.

* Protection against p-architectural leaks should be applied at the
source, not at the receiver



https://orenlab.sise.bgu.ac.il/p/PPO




