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Malware analysis

Previous work
Static analysis
Unpackers, sandboxing, 
Software-level monitoring

Requires
update
periodically

This work
Bare-metal malware analysis
EM traces from device

Delivery

Visualisation, reports
Detection rules generation

Malware gathering

  Open source

  e.g. Virusign, Github

Closed/Private source
e.g. VirusTotal, honeypots
Customers
PoC samples

Malware analysis workflow

• Real-world malware 
• Packed & Obfuscation: 
UPX, Tigress, LLVM 

• (Noisy) EM traces 
• Embedded devices & 

background processes 



• Real-world malware analysis 
environment


• Spectrogram as preprocessing


• Bandwidth-feature selection


• ML&DL classification

Proposed framework



Results

• 96000 traces: obfuscated malicious 
and benign.

• Numerous classification scenarios:


* Types(99.92%), families(99.33%)

* Virtualization (95.95%), packer 
(90.84%), obfuscation (81.85%)


• Mostly CNN models are more 
accurate



Further work

• Rootkit detection

• More target devices (e.g MIPS)

• SDR traces



Q&A
Thank you! 
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