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Our Contributions

• First cache attack on Kalyna

• First attack on recovering the master key

• Analyse all five variants of Kalyna

• Demonstrate an effective and practical attack on Kalyna-128/128
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The Key Expansion
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The Cryptanalysis
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Results
• Several seconds to gain side-channel leakages

• Complexity: 243.58

• 50K CPU hours to carry out the whole attack

• 37 hours (wall clock) to get the correct master key
• 49 hours to test all possible candidates
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